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This application note explains the concept of static load balancing and illustrates how to create them using filters.

Background
The purpose of load balancing in a network traffic monitoring context is to distribute traffic evenly among a number 
of monitoring tools in order to process more traffic than a single tool can support. Static load balancing refers to load 
balancing algorithms that distributes the traffic based strictly on a fixed set of rules relating to characteristics of the 
input traffic. It does not feed back information about which tools are receiving more or less traffic in order to ensure 
that the balance is even. Static load balancing algorithms—the specific packet characteristics used to distribute the 
traffic—are chosen to generate a random distribution of flows in order to produce a balance that is even on average.

Flow Coherency
A word about flows: In most monitoring load balancing application, a requirement is to keep each flow of traffic 
together on a single tool. This behavior is called flow coherence. For example, in a call center VoIP call recording 
application, it is desirable to keep the entire telephone call, including both directions of traffic, confined to single 
traffic recorder so that it is not necessary to piece together segments from several recorders in order to play back 
a call. In terms of the packets on the wire, flows can be defined by packets having the same value in given sets of 
header fields such as source IP address (SIP), destination IP address (DIP), source UDP/TCP port (SPORT), and 
destination UDP/TCP port (DPORT). For the purposes of this paper, we will define flows in terms of SIP and DIP 
only. However, the concepts are easily extended to other header fields as the application demands.

Basic Static Load Balancing
A very simple two-way static load balancer (load balancing to two tools) could use the rule, “Send all of the packets 
with even-numbered IP source addresses to tool 1, and all of the packets with odd-numbered IP source addresses 
to tool 2.”
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Figure 1: Two-way static load balancing using a simple even/odd rule

With this simple load balancer, traffic is fairly evenly distributed between the two tools as long as the distribution of 
source IP addresses is random in respect to even and odd addresses. If even and odd addresses do not give an 
even balance in a particular application, any other bit position in the IP address can be used.



®

Static Load Balancers Implemented with Filters
Application Note

June 2011 - 2 -

This load balancing algorithm can be extended to support more tools by examining more address bits. For example, 
traffic can be distributed to four tools by filtering on the two least significant bits of the source IP addresses and 
sending packets matching 00 to one tool, 01 to another, 10 to another, and 11 to another. Again, any two bits in the 
IP address could be used as the filter criteria, in order to arrive at an even load distribution.
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Figure 2: Four-way static load balancing based on source IP address two least significant bits

Set Up Filters to Implement Static Load Balancers
Now we will look at actually setting up filters to implement static load balancers, and extend our algorithms to more 
complex cases. We will use a Net Optics Director data monitoring switch in the examples.

The simple even/odd static load balancer is set up by creating two filters:

filter add in_ports=n2.1,n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.1
filter add in_ports=n2.1,n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.1

Figure 3: Two-way load balancer based on source IP addresses only

In both filters, ip4_src_mask=0.0.0.1 makes only the least significant bit in the ip4_src address affect the filter. 
The 1 in the third octet of the ip4_src addresses does not affect the filter. However, it is included because ip4_
src=0.0.0.0 is not a valid value; it is interpreted in Director as meaning there is no ip4_src filter qualifier.

This simple static load balancer is flow coherent, where a flow is identified as all traffic with the same source IP 
address. However, most applications require that flows include traffic travelling in both directions of a conversation, 
traffic flowing from A to B AND traffic flowing from B to A. So a more common definition of flow included an IP 
address pair, where either address can be the SIP as long as the other address of the pair is the DIP.
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To make the load balancer flow coherent for flows defined by conversation or SIP/DIP address pair, filter on both the 
source and destination IP addresses as follows. Packets that have both source and destination address odd, or both 
even, are sent to m.1. Packets that have one odd address and one even address are sent to m.2:

filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.1  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.1  

filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.1  
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.1  

filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.1  
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.1  

filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.1  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.1  

Figure 4: Two-way load balancer based on conversation (source-destination IP address pair)
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Figure 5: Two-way static load balancing that keeps two-way conversations coherent

Note that for these four filters to stay flow-by-conversation coherent, the last two filters must be assigned to the same 
output, because they capture both directions of a conversation. The first two filters could be sent to different outputs 
and remain flow coherent, but they should be assigned to a single port to capture the same number of conversations 
as are captured by the final two filters (assuming a large number of randomly distributed conversations).  
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This structure can be extended to a four-way load balancer (load balancing to four tools) by filtering on the two least 
significant bits of the addresses:

#
# First the four filters for like source and destination IPs
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
#
# Now the conversation pairs with unlike source and destination IPs
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.4 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.4 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.4 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.4 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3 

Figure 6: Four-way load balancer based on conversation (source-destination IP address pair)
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The same filter set can be used for an eight-way (load balancing to eight tools) load balancer as well:

#
# First the four filters for like source and destination IPs
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
#
# Now the conversation pairs with unlike source and destination IPs
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.4 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.4 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.5 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.5 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.3 
ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.6 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.6 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.7 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.7 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.8 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.8 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.3  
ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3 

Figure 7: Eight-way load balancer based on conversation (source-destination IP address pair) 
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The filters of the four/eight-way load balancer can be used to implement a three-way load balancer, but it is slightly 
unbalanced, with m.1 receiving 20 percent more traffic than m.2 or m.3:

#
# First the four filters for like source and destination IPs
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.0  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.1  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.2  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.3  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
#
# Now the conversation pairs with unlike source and destination IPs
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.0  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.1  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.0  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.1 ip4_src=0.0.1.2  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.0  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.3  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.1  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.2 ip4_src=0.0.1.2  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.1  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.3  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.3  
#
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.2  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.3  
filter add in_ports=n2.1-n2.2 action=redir redir_ports=m.3 ip4_src=0.0.1.3  
ip4_src_mask=0.0.0.3 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.3 

Figure 8: Three-way load balancer based on conversation (source-destination IP address pair) 
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32-Way Static Load Balancer

Extending the filter model to use three least significant bits creates a 32-way load balancer (load balancing to 32 
tools). It produces 64 filters: 8 conversation groups with like source and destination addresses, and 28 groups of unlike 
addresses. Remembering that “like” groups contain half as many conversations as “unlike” groups, this filter set can 
evenly balance 32, 16, 8, 4, and 2 outputs, and fairly even balances other numbers of outputs from 3 to 31.

The following 64 filters create 36 conversation groups that can be allocated to implement even or nearly even load 
balances for any number of outputs from 2 to 32 outputs, as shown in the table following the filters. The filters are 
written for a five-way load balancer configuration (load balancing to five tools). Note that source of the traffic is taken 
from the 10 Gigabit port t1.1 rather than n2.1-n2.2 as it was in the previous examples.
#
# First the eight filters for like source and dest IPs
#
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.7
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.4 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.4 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.5 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.5 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.6 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.6 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.7 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.7 ip4_dst_mask=0.0.0.7  
#
# Now the conversation pairs with unlike source and dest IP categories
#
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.4 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.1 ip4_src=0.0.1.4 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.5 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.5 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.6 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.6 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.0 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.7 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.7 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.0 ip4_dst_mask=0.0.0.7  
#
#
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.4 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.2 ip4_src=0.0.1.4 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.5 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.5 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.6 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.6 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.7  
#
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filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.1 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.7 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.7 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.1 ip4_dst_mask=0.0.0.7  
#
#
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.4 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.4 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.5 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.3 ip4_src=0.0.1.5 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.6 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.6 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.2 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.7 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.7 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.2 ip4_dst_mask=0.0.0.7  
#
#
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.4 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.4 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.5 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.5 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.6 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.6 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.3 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.7 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.4 ip4_src=0.0.1.7 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.3 ip4_dst_mask=0.0.0.7  
#
#
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.4 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.5 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.5 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.4 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.4 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.6 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.6 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.4 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.4 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.7 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.7 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.4 ip4_dst_mask=0.0.0.7  
#
#
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.5 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.6 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.6 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.5 ip4_dst_mask=0.0.0.7  
#
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.5 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.7 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.7 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.5 ip4_dst_mask=0.0.0.7  
#
#
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.6 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.7 ip4_dst_mask=0.0.0.7  
filter add in_ports=t1.1 action=redir redir_ports=m.5 ip4_src=0.0.1.7 ip4_src_mask=0.0.0.7 ip4_dst=0.0.1.6 ip4_dst_mask=0.0.0.7
#
# End
#  

The table on the following page shows port assignments to use these filters to balance different numbers of outputs. 
Each column represents a different configuration (number of outputs). Each row represents one of the conversation 
groups, where the first eight rows are the “like” conversation groups that are created by a single filter each (the first 
eight filters in the filter listing). They each carry half the number of conversations as the remaining 24 groups, which 
are the “unlike” conversation groups that are created by a pair of filters each. The number in each interior cell of the 
table is an output port number. Green numbers highlight slight unbalances in the conversation distributions.
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Number of Outputs

Like groups 32 16 10 9 8 7 6 5 4

1 1 1 1 1 1 1 1 1 1

2 1 1 2 2 1 2 2 2 1

3 2 1 3 3 1 3 3 3 1

4 2 1 4 4 1 4 4 4 1

5 3 2 1 5 1 5 1 1 1

6 3 2 1 6 1 6 1 1 1

7 4 2 1 7 1 7 1 1 1

8 4 2 1 8 1 7 1 1 1

Unlike groups

1 5 3 1 9 2 1 1 1 1

2 6 3 2 1 2 1 1 1 1

3 7 4 2 1 2 1 1 1 1

4 8 4 2 1 2 1 2 1 1

5 9 5 3 2 3 2 2 2 2

6 10 5 3 2 3 2 2 2 2

7 11 6 3 2 3 2 2 2 2

8 12 6 4 3 3 2 2 2 2

9 13 7 4 3 4 3 3 2 2

10 14 7 4 3 4 3 3 2 2

11 15 8 5 4 4 3 3 3 2

12 16 8 5 4 4 3 3 3 2

13 17 9 5 4 5 4 3 3 3

14 18 9 6 5 5 4 4 3 3

15 19 10 6 5 5 4 4 3 3

16 20 10 6 5 5 4 4 3 3

17 21 11 7 6 6 5 4 4 3

18 22 11 7 6 6 5 4 4 3

19 23 12 7 6 6 5 5 4 3

20 24 12 8 7 6 5 5 4 3

21 25 13 8 7 7 6 5 4 4

22 26 13 8 7 7 6 5 4 4

23 27 14 9 8 7 6 5 5 4

24 28 14 9 8 7 6 6 5 4

25 29 15 9 8 8 7 6 5 4

26 30 15 10 9 8 7 6 5 4

27 31 16 10 9 8 7 6 5 4

28 32 16 10 9 8 7 6 5 4

Figure 9: Port assignments for various numbers of load balanced outputs using 64 filters
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VLAN-based Staiic Load Balancing
If the monitored link carries a known set of VLANs, distributing the load based on VLAN may be a good approach. 
For example, a VLAN-based static load balancer could be set up as follows (this filter is preloaded in Director under 
the name “tenG2oneG”):

filter add in_ports=t1.01 ip4_dst=1.1.1.0-1.1.1.7   ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.01
filter add in_ports=t1.01 ip4_dst=1.1.1.8-1.1.1.15  ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.02
filter add in_ports=t1.01 ip4_dst=1.1.1.16-1.1.1.23 ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.03
filter add in_ports=t1.01 ip4_dst=1.1.1.24-1.1.1.31 ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.04
filter add in_ports=t1.01 ip4_dst=1.1.1.32-1.1.1.39 ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.05
filter add in_ports=t1.01 ip4_dst=1.1.1.40-1.1.1.47 ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.06
filter add in_ports=t1.01 ip4_dst=1.1.1.48-1.1.1.55 ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.07
filter add in_ports=t1.01 ip4_dst=1.1.1.56-1.1.1.63 ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.08
filter add in_ports=t1.01 ip4_dst=1.1.1.64-1.1.1.71 ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.09
filter add in_ports=t1.01 ip4_dst=1.1.1.72-1.1.1.79 ip4_dst_mask=255.255.255.248 action=redir redir_ports=m.10
filter add in_ports=t1.01 ip4_src=1.1.1.0-1.1.1.7   ip4_src_mask=255.255.255.248 action=redir redir_ports=m.01
filter add in_ports=t1.01 ip4_src=1.1.1.8-1.1.1.15  ip4_src_mask=255.255.255.248 action=redir redir_ports=m.02
filter add in_ports=t1.01 ip4_src=1.1.1.16-1.1.1.23 ip4_src_mask=255.255.255.248 action=redir redir_ports=m.03
filter add in_ports=t1.01 ip4_src=1.1.1.24-1.1.1.31 ip4_src_mask=255.255.255.248 action=redir redir_ports=m.04
filter add in_ports=t1.01 ip4_src=1.1.1.32-1.1.1.39 ip4_src_mask=255.255.255.248 action=redir redir_ports=m.05
filter add in_ports=t1.01 ip4_src=1.1.1.40-1.1.1.47 ip4_src_mask=255.255.255.248 action=redir redir_ports=m.06
filter add in_ports=t1.01 ip4_src=1.1.1.48-1.1.1.55 ip4_src_mask=255.255.255.248 action=redir redir_ports=m.07
filter add in_ports=t1.01 ip4_src=1.1.1.56-1.1.1.63 ip4_src_mask=255.255.255.248 action=redir redir_ports=m.08
filter add in_ports=t1.01 ip4_src=1.1.1.64-1.1.1.71 ip4_src_mask=255.255.255.248 action=redir redir_ports=m.09
filter add in_ports=t1.01 ip4_src=1.1.1.72-1.1.1.79 ip4_src_mask=255.255.255.248 action=redir redir_ports=m.10

Figure 10: Load balancer based on VLANs defined by IP address ranges

In this static load balancer, traffic from the 10 Gigabit port t1.1 is distributed by VLAN to the 10 monitor ports. The 
VLANs cover the range 1.1.1.0 to 1.1.1.79, with eight contiguous address going to each output. Note that two 
filters are define for each output port, so that traffic both from and to the given VLAN addresses are directed to the 
appropriate outputs. If a conversation occurs between two endpoints within the VLAN space, the conversation is 
routed based on the destination address because the destination filters are higher priority than the source filters.

In the previous example, VLANs were separated by IP addresses. If VLAN tagging is being used, then the tag field 
could be the basis of the static load balancing filters, as in the following example:

filter add in_ports=t1.01 action=redir redir_ports=m.1 vlan=64 vlan_mask=7
filter add in_ports=t1.01 action=redir redir_ports=m.2 vlan=72 vlan_mask=7
filter add in_ports=t1.01 action=redir redir_ports=m.3 vlan=80 vlan_mask=7
filter add in_ports=t1.01 action=redir redir_ports=m.4 vlan=88-92 pro=y

Figure 11: Load balancer based on VLAN tags

In this example, a mask is used to define a block of eight VLAN numbers for each of the first three filters. For 
example, the first filter includes VLANs 64 through 71. The last filter uses the exact range capability of the Pro 
engine (a feature of Director Pro models) to define a block of exactly five VLAN numbers.

Some types of traffic may be best distributed by examining different fields altogether. For example, traffic could be 
sorted based on protocols or Layer 4 ports. Director’s User Defined Filter (UDF) function can be used to distribute 
traffic based on higher-level information; for example, VoIP data carried in RTP protocol might achieve a good load 
balance if it distributed based on RTP SSRC ID field.
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Summary
This application note has shown how static load balancers can b -way, 

ow coherent—ensuring that complete two-way 

ts of any application.

Net Optics devices that support static load balancing are:

• Director
• Director Pro
• Director xStream
• Director xStream Pro
• xBalancer

Net Optics engineers are happy to work with you to develop static load balancers and other load balancing solutions 
to keep your monitoring infrastructure up to speed with your latest network upgrades. 

For further information about monitoring load balancing solutions:
www.netoptics.com
Net Optics, Inc.
5303 Betsy Ross Drive
Santa Clara, CA 95054
(408) 737-7777
info@netoptics.com

Network Performance Channel GmbH
Ohmstr. 12
63225 Langen
Germany

T:  +49 6103 906 722
netoptics@np-channel.com
www.network-taps.eu

Distributed by:

www.netoptics.com



